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NO.1 Which of the following commands can be used to list IPv4 addresses and MAC addresses for IP
devices that the system has seen on the local network?
A. arp
B. ifconfig
C. ipadm
D. iwlist
Answer: A

NO.2 In order to gather performance data with sar over a longer period of time, which command
should be run periodically from cron?
A. sa1
B. sarmon
C. sarec
D. sadf
E. sarcron
Answer: A

NO.3 The correct command sequence to create and mount logical volumes on a Linux system is:
A. lvcreate, pvcreate, vgcreate, mkfs, mount
B. pvcreate, vgcreate, lvcreate, mkfs, mount
C. vgcreate, lvcreate, pvcreate, mount, mkfs
D. mkfs, pvcreate, vgcreate, lvcreate, mount
E. pvcreate, lvcreate, vgcreate, mkfs, mount
Answer: B

NO.4 In the following output from top, which processes contribute to the percentage of time that
the CPU spends in the state of wa?
Tasks: 193 total, 1 running, 190 sleeping, 2 stopped, 0 zombie
Cpu(s): 0.5%us, 0.3%sy, 0.0%ni, 98.2%id, 1.0%wa, 0.0%hi, 0.0%si, 0.0%st
A. Processes waiting for user interaction.
B. Processes that were already closed and are waiting to be launched again.
C. Processes that have not been scheduled yet because they haven't been fully loaded into RAM or
are in swap.
D. Processes waiting for IO operations to complete.
Answer: D

NO.5 CORRECT TEXT
What is the device name for the first SCSI tape drive on a system when used without automatic
rewinding after each write operation? (Please specify the full path to the device.)
Answer: /dev/nst0

NO.6 CORRECT TEXT
Which command is used to create a ISO9660 filesystem? (Specify ONLY the command without any
path or parameters.)
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Answer: mkisofs, genisoimage

NO.7 In the following output, the load averages represent the system load averages for what time
frames?
12:10:05 up 18 days, 19:00, 2 users, load average: 0.47, 24.71, 35.31
A. 1, 5 and 15 minutes
B. 1, 15 and 30 minutes
C. 1, 15, and 30 seconds
D. 15, 30 and 60 minutes
E. 15, 30 and 60 seconds
Answer: A

NO.8 How can the label root be added to the ext4 filesystem on /dev/sda1?
A. relabel /dev/sda1 root
B. tune2fs -L root /dev/sda1
C. echo 'root' > /proc/fs/sda1/label
D. labelfs --device /dev/sda1 root
Answer: B

NO.9 Which of the following tools are used to measure memory usage? (Choose THREE correct
answers.)
A. mpstat
B. pstree
C. sar
D. top
E. vmstat
Answer: C,D,E

NO.10 What happens if the Linux kernel can't mount the root filesystem when booting?
A. An error message is shown and the administrator is asked by the kernel to specify a valid root
filesystem to continue the boot process.
B. An error message is shown and the system reboots after a keypress.
C. An error message is shown and the system boots in maintenance mode.
D. An error message is shown showing which device couldn't be mounted or informing that init
couldn't be found.
E. An error message is shown stating that the corresponding kernel module couldn't be loaded.
Answer: D

NO.11 Which of the following commands will securely copy the directory ./fyf/ to /var/tmp/ on the
remote host deltaur using the remote user account kevin?
A. rsync -a -e ssh kevin@deltaur:/var/tmp/ fyf/
B. rsync -a -u kevin -e ssh fyf/ deltaur:/var/tmp/
C. rsync -a -u kevin -e ssh deltaur:/var/tmp/ fyf/
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D. rsync -a -e ssh fyf/ kevin@deltaur:/var/tmp/
Answer: D

NO.12 Which of the following commands erases the contents of the /dev/sdb3 partition?
A. rm /dev/sdb3
B. dd if=/dev/zero of=/dev/sdb3
C. dd of=/dev/zero if=/dev/sdb3
D. umount /dev/sdb3
Answer: B

NO.13 Where would fsck put any unreferenced file or file fragments on a ext4 filesystem?
A. recover
B. lost+found
C. back
D. lost
Answer: B

NO.14 A correctly formatted entry has been added to /etc/hosts.deny to prevent certain clients
from connecting to a service but this is having no effect. What could be the cause of this?
(Choose TWO correct answers.)
A. tcpd needs to be sent the HUP signal.
B. The service needs to be restarted.
C. The machine needs to be restarted.
D. There is a conflicting entry in /etc/hosts.allow.
E. The service does not support tcpwrapper.
Answer: D,E

NO.15 What information is found in the following excerpt from the file /proc/mdstat? (Choose two.)

A. One of the disks in /dev/md0 has failed and a spare disk is used to recreate full redundancy
B. The spare disk /dev/sda1 is used to restore full redundancy after the current recovery
C. The information [UU_] means, that the raid is missing one disk and is not fully redundant
D. The device is using version 1.2 metadata to allow LILO and GRUB Legacy to use
/dev/md0 as the boot partition. This would not have been necessary with GRUB2
E. The information [3/2] means that 3 RAID disks belong to the array and 2 disks are spare.
Together they equal the number of available disks
Answer: A,C
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NO.16 CORRECT TEXT
According to the Filesystem Hierarchy Standard (FHS), what is the path to the Linux kernel source and
may be a symbolic link to the real Linux source code? (Please specify the full path with no version
information.)
Answer: /usr/src/linux, /usr/src/linux/

NO.17 On a server running the 3.4.50-11 Linux kernel, which file in the /boot directory contains the
kernel configuration parameters?
A. config-linux-3.4.50-11
B. config-3.4.50-11
C. system-3.4.50-11
D. vmlinuz-3.4.50-11
E. rc.config-3.4.50-11
Answer: B

NO.18 CORRECT TEXT
Which command turns an existing ext2 filesystem non-destructively into an ext3 filesystem? (Specify
ONLY the command without any path or parameters.)
Answer: /sbin/tune2fs, tune2fs

NO.19 What option in the collectd configuration file is required in order to define what to start
monitoring?
A. LoadModule
B. Module
C. Plugin
D. LoadPlugin
Answer: D

NO.20 CORRECT TEXT
Which file tells GRUB the paths of the filesystem partitions in both Linux format and in the GRUB
syntax? (Specify the file name only with no path information)
Answer: device.map

NO.21 Which archive format is used to create an initramfs image?
A. gzip
B. tar
C. RAR
D. cpio
E. bzip2
Answer: D

NO.22 Which command will report information on memory usage, paging and block input/output?
A. free
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B. memshow
C. ps
D. top
E. vmstat
Answer: E

NO.23 The following is an excerpt from the output of tcpdump -nli eth1:
1 3:03:17.277327 IP 192.168.123.5.1065 > 192.168.5.112.21: Flags [.], ack 1 (truncated)
1 3:03:17.598624 IP 192.168.5.112.21 > 192.168.123.5.1065: Flags [P.], seq (truncated) Which
network service or protocol was used?
A. FTP
B. HTTP
C. SSH
D. DNS
E. DHCP
Answer: A

NO.24 CORRECT TEXT
Running tcpdump -nli eth1 'tcp' shows the following output:
14:41:53.694538 IP 10.1.52.145.51738 > 24.215.7.162.143: Flags [.], ack 33051, win 1002, options
[nop,nop,TS val 36789130 ecr 1746004159], length 0 What is the source IP address of this packet?
(Please specify the answer in digits and dots ONLY.)
Answer: 10.1.52.145

NO.25 Which of the following commands shows capabilities and usable frequencies for the wireless
interface wlan0?
A. iw phy pyh0 info
B. iw dev wlan0 info
C. iw dev wlan0 show
D. iw phy wlan0 show
E. iw phy0 show
Answer: A

NO.26 Which of the following filter keywords for tcpdump specify the transfer direction for network
packets? (Choose TWO correct answers.)
A. source
B. src
C. dest
D. src or dst
E. both
Answer: B,D

NO.27 CORRECT TEXT
What command is used to send messages to all users currently logged in? (Specify ONLY the
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command without any path or parameters.)
Answer: wall

NO.28 Which of the following commands lists IPv4 addresses and MAC addresses of network nodes
that the local system has seen on its directly connected IP networks?
A. arp
B. ifconfig
C. ipadm
D. iwlist
Answer: A

NO.29 CORRECT TEXT
Which file contains the message that is displayed above the login prompt of the system console?
(Specify the full name of the file, including path.)
Answer: /etc/issue

NO.30 A regular user, joe, has just run:
./configure && make && make install
to build and install a program. However, the installation fails. What could be done to install the
program? (Choose TWO correct answers.)
A. Install the binaries manually with suinstall.
B. Run make install with root privileges.
C. Do not run ./configure in order to maintain the default configuration for correct installation.
D. Rerun ./configure with a --prefix option where the user has permissions to write.
E. Run make install_local to install into /usr/local/.
Answer: B,D

NO.31 Which one of these directories should not be backed up?
A. /backup
B. /etc
C. /opt
D. /proc
E. /var/log
Answer: D

NO.32 Which of the following commands adds a static IPv6 address to the network interface eth0?
A. ip add addr 2001:db8::1337/64 dev eth0
B. ip -6 add addr 2001:db8::1337/64 dev eth0
C. ip addr add 2001:db8::1337/64 dev eth0
D. ip -6 addr add new 2001:db8::1337/64 dev eth0
E. ip addr add -6 2001:db8::1337/64 dev eth0
Answer: D

NO.33 CORRECT TEXT
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According to the tcpdump output below, what is the IP address of the client host?
02:12:40.511381 IP 192.168.246.11.1045 > 192.168.246.1.22: S
3838532429:3838532429(0) win 5840 <mss 1460,sackOK,timestamp
31325740,nop,wscale 2>
02:12:40.511540 IP 192.168.246.1.22 > 192.168.246.11.1045: S
1209330085:1209330085(0) ack 383853 2430 win 5792 <mss 1460,sackOK,timestamp
11553457 3132574,nop,wscale 0>
0 2:12:40.511755 IP 192.168.246.11.1045 > 192.168.246.1.22: . ack 1 win 1460
< nop,nop,timestamp 3 132574 11553457>
0 2:12:40.515122 IP 192.168.246.1.22 > 192.168.246.11.1045: P 1:26(25) ack 1 win 5792
< nop,nop,timestamp 11553460 3132574>
0 2:12:40.515511 IP 192.168.246.11.1045 > 192.168.246.1.22: . ack 26 win 1460
< nop,nop,timestamp 3132578 11553460>
0 2:12:40.515952 IP 192.168.246.11.1045 > 192.168.246.1.22: P 1:23(22) ack 26 win 1460
< nop,nop,timestamp 3132578 11553460>
Answer: 192.168.246.11

NO.34 On a Linux node with multiple active networks interfaces, each having a default route to the
Internet, which default route is preferred?
A. The default route with the highest metric value
B. The default route with the highest MTU value
C. The default route with the lowest TTL value
D. The default route with the highest TTL value
E. The default route with the lowest metric value
Answer: E

NO.35 A system has one hard disk and one CD writer which are both connected to SATA controllers.
Which device represents the CD writer?
A. /dev/hdb
B. /dev/sdd
C. /dev/scd1
D. /dev/sr0
E. /dev/sr1
Answer: D

NO.36 What should be done to ensure a client machine uses the recursive nameserver running on
the IP address 192.168.0.1? (Choose TWO correct answers.)
A. Add nameserver 192.168.0.1 to /etc/resolv.conf.
B. Run route add nameserver 192.168.0.1.
C. Run ifconfig eth0 nameserver 192.168.0.1.
D. Ensure that the dns service is listed in the hosts entry in the /etc/nsswitch.conf file.
E. Run bind add nameserver 192.168.0.1.
Answer: A,D
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NO.37 What does a 0 in the last field (fsck order) of /etc/fstab indicate about the filesystem?
A. The filesystem should be checked before filesystems with higher values.
B. The filesystem should be checked after filesystems with higher values.
C. The filesystem check counter is ignored.
D. The filesystem has been disabled from being checked and mounted on the system.
E. The filesystem does not require an fsck check when being mounted.
Answer: E

NO.38 CORRECT TEXT
Which is the main configuration file for the SystemV init process? (Specify the full name of the file,
including path.)
Answer: /etc/inittab

NO.39 Which of the following commands is used to set up a RAID volume?
A. makerd
B. mdadm
C. mkfs.raid
D. makeraid
E. rdconfig
Answer: B

NO.40 What is the command to add another IP address (192.168.1.2) to a network interface (eth0)
that already has (at least) one IP address in the 192.168.1.0/24 subnet?
A. ip add addr 192.168.1.2/32 dev eth0
B. ifconfig eth0 192.168.1.2 netmask 255.255.255.255
C. ip addr add 192.168.1.2/32 dev eth0
D. ipconfig eth0 192.168.1.2
Answer: C

NO.41 What should be done after updating the configuration file for syslogd in order to make the
changes become effective? (Choose TWO correct answers.)
A. No action is required, syslogd will notice the updated configuration file after a few minutes.
B. Send the HUP signal to the syslogd process.
C. Restart the syslogd service.
D. Run the command syslogd -u.
Answer: B,C

NO.42 After the downloading patch-4.6.4.xz from http://kernel.org, what are the next steps to
prepare the build of a version 4.6.4 Linux kernel? (Choose two.)
A. Uncompress the file and move the resulting directory to /usr/src/linux
B. Apply the patch file to the kernel source directory containing kernel version 4.6.0
C. Apply the patch file to the kernel source directory containing kernel version 4.6.3
D. Uncompress the file using xz to get the uncompressed patch file
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E. Use patch to apply the uncompressed patch file to the source directory of any previous kernel
version
Answer: D,E

NO.43 CORRECT TEXT
Please enter the complete path to the main SysV init process configuration file.
Answer: /etc/inittab

NO.44 Which of the following init systems comes along with an own UEFI boot loader?
A. systemd
B. SysVinit
C. Upstart
D. OpenRC
E. launchd
Answer: A

NO.45 A Linux server is running in single user mode for regular maintenance. Which commands are
used to restore the server to its usual runlevel? (Choose TWO correct answers.)
A. telinit 0
B. shutdown -r now
C. sync
D. shutdown -h now
E. reboot
Answer: B,E

NO.46 Which of the following commands can be used to script interactions with various TCP or UDP
services?
A. ftp
B. nc
C. tcpdump
D. strings
E. wget
Answer: B

NO.47 What is the functionality that PXE provides?
A. The ability to boot a computer using its network interface.
B. The ability to launch an remote X11 desktop on a computer.
C. The ability to verify a system's configuration after completing the boot process.
D. The ability to verify a system's configuration before completing the boot process.
Answer: A
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