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Al of the fallowing commands can be used to determine open TCP ports on localhost EXCEPT:

(Flease select the OME BEST chaice.)

A Isof
B netstat
oL nmap
oD fuser
" E ifconfig

You want to assign IP addresses from a Class C network ta your numerous bhootp clients What would you add to
dhcpd conf?

(Flease select the OMNE BEST choice )

oA, boaotp-dynamic 182 168.0 0724,

B range dynamic bootp 192 168.0.2 192 168.0.255,
L range dynamic-hootp 192 168.0.2 182 168.0.255;
oD assign range 192 168 0.0/24 hootp;

™ E boaotp { range: 192 168.0.0/24; 1

Internal users of your company's website complain that at peak time they can connect to your server only with
extreme difficulty and often receive a timeout errar. ou find however that the system load is negligible, plenty of
extra memary and bandwidth are available, no hardware or line problem is invalved and that no errars are logoed.
What is the maost likely cause of this issue?

(Flease select the OMNE BEST chaoice.)

oA, The value of the "MinSpareServers" parameter is too low.

B The value of the "MaxClients" parameter iz too low,

L The walue of the "MaxRequestsPerChild" parameter is too low.
[} The value of the "Max<eephliveRequests" parameter is too low.

™ E The value of the "StartServers" parameter is too low.



IP address resolution should be handled by OMNS, MIS, and the local fetcrhosts file (in that order). If any of the
senvices returns an address not found message the search should halt. Which aof the following entries in
fetc/nsswitch conf would achieve this configuration?

(Please select the ONE BEST chaice)

oA hosts: dns nis files

B hosts: dns [MOTFOUND=continue] nis [MOTFOUND=continue] files
O hosts: dns [RETURM] nis [RETURRN] files

D hosts: dns [MOTFOUND=return] nis [MOTFQUND=return] files

CE hosts: dns [CONTINUE] nis [CONTINUE] files
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Complete the following ipchains invacation so that "ICMP unreachable” messages will be sent back to anyone
trying to connect to the telnet service listening on port 23

ipchains -A input --dport 23 -p tocp -3

(Please type vour answer in the text field below:.)

You have implemented your firewall rules, and the firewall can connect to the outside, but no ane behind the
firewall can connect ta the Internet. VWhat might the problem be?

(Flease select the OMNE BEST chaoice )

A The users are clueless, show therm howy it's done.
B The QUTPUT chain policy is OENY, it must be ACCEPT or no outgoing traffic will leave the host.
L IFP fonwarding is turned off in fproci/sysietfipwd.

[} The firewall can connect to the Internet, so systems behind it are QK. The problem must be elsewhere.

What i the most impartant reazon why an administrator should not enable telnet on a secured system?
(Flease select the OMNE BEST choice.)

A, Telnetis inherently insecure due to the number of known exploits against it.
" B. It is possible to get passwaords by sniffing traffic.
T Telnet iz insecure and does no security checking of users allowed to login or password exipry checks.

D Telnet exposes the secured system to port scanning attempts.



You've installed a PAM-aware restricted service and installed the appropriate fetc/pam di<sendce= file, hut you
can't authenticate. VWhat's the best place to loak for problems?

(Flease select the OMNE BEST chaoice )

oA Feinstall libpam and rebaoot; the library isn't being seen.

B, Remuove fetc/pam . di=service=, change the fetc/pam.diother modules entries from pam_deny.o to
pam_accept.o and try again.

o Change all controls to optional and try again.

oo Look for clues in the Iog file where auth and authpriv messages are logged.

A specific mail archive application, which prefilters with procmail, must support a custom header. If a user has a
"M-Mo-Archive: yes" line in hiz header, the message should be sent to /devinull. Complete the following rule to
implement this feature.

: 0

FSdev/null
(Flease select the OMNE BEEST choice.)

A MATCH="X-NO-ARCHIVE: *vES"
B M-No-Archive yess

L M-no-archive: yes

[} F-Mo-Archive yes

T OE. *hvno-archive: yes
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Several users complain that when checking their email ar telnetting to vour server they have to wait up to 60
seconds before getting their email or being presented with a login screen. However, immediately successive
attermpts at the same operation succeed narmally - anly to suffer again from the same problem after some time.
What iz causing this behavior?

(Flease select the ONE BEST chaice.)

oA, The OMS server used by the clients is not properly resalving the server name to an ip address.
" B. The routing table on the server contains multiple routes to the clients' machines.

oC The server is timing-out while trying to resolve the clients' IP addresses to names.

() A router along the way is dropping packets in transit.

E. Another machine on the server's network is using the same IP address.
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When setting up an alias in Sendmail that fonvards mail messages to a host in a different domain, what is the
syntax of the /etcfaliases entry?

(Flease select the OMNE BEEST choice.)
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hob@domain.com ;. roberf@newdomain.com
boh - domain.com - robert@newdomain.cam
hob: roberti@newdomain.com

hob:redirect robert@newdomain.com

hob robert@newdomain.com

Using wu-ftpd, wou have setup an anonymous FTF server to allow access only to files under fvarfftp. You want to
share out vour current /fetc/mtab file so users can see what filesystems are mounted on your systemn at any given
time. vou make a symbolic link from fetc/mtab to Aarftpfpubimounted_filesysterns. During testing, you find that
when logged in as a normal user, the file is accessible but when logged in anonmymaoushy, the file can NOT be read.
Why might this happen?

(Please select the QME BEST chaoice )
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The symbolic link points to an absolute path.

The permissions on the symbaolic link are wrong.

The FTP server will nat allow files owned by root to be accessed.

The FTF server needs write access to the fetc directory so it can update the access time an the file.

The timestamp on fetc/mtab is wrong.

In a PAM configuration file, a sufficient control allows access:
(Flease select the OMNE BEST choice )
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Immediately on success, if no previous required or requisite control failed.
Immediately on success, regardless of other controls.
After waiting if all other controls return success.

Immediately, but only if the user is roat.

Given the CIDR mask /29, the eguivalent subnet mask in dotted quad format would be 255 255 255

(Flease type wour answer in the text field below )




